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报告摘要：
This paper explores the role of opportunity in the context of insider threats to information systems in a financial institution. We hypothesize that opportunity for insider threats varies with access time, access location, and application exposure. Further, such opportunity will be more likely to be capitalized in a larger department. Six months of access log data from an enterprise single sign-on system in a financial institution was collected to test the hypotheses. The results suggest that off-hour access, off-site access, their interaction, and the number of applications exposed, in a given month, are all positively related to likelihood of unauthorized attempts from employees. In addition, department size has significant moderating effects on these relationships, suggesting that employees from a larger department are more likely to take advantage of opportunity for unauthorized accesses.
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